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Introduction
Technological innovations in the telecommunication/ICT sector has introduced many innovative services for making daily lives of consumers convenient. However, such technical innovations are changing rapidly in such a way that such technical improvements need to be incorporated in regulations urging the need for revision/review of traditional consumer rights regulations based on basic telecommunication/ICT services. These changes provide consumers with more commercial opportunities, and also bring a number of new and emerging risks on protection of consumer information.

With the introduction of more digital services, online scams and digital financial frauds remain as major obstacle to digitization because they make people distrustful of digital technologies.  Regulators and industry are facing such challenges in increasing trend ultimately providing negative impact on economic growth and social innovation. Additionally, it can have a devastating impact on consumers. Victims of these scams can lose money, their identities, and even their sense of security. This can make it difficult for consumers to participate in the digital economy and enjoy the many benefits that it offers. 

Therefore, an adequate regulatory framework is required for consumer rights protection including online scams and digital financial frauds so that the internet can remain as a safer and convenient place for everyone supporting digital transformation.

[bookmark: _Toc206534251]Scope
Consumer information protection in a digitized environment has changed and will continue to do so, due to the emergence of new services and their widespread uptake. Consumers are not in par with this digital transformation and hence an adequate regulatory framework is required to protect the information of consumers. Also, the regulatory measures for addressing online scams and digital frauds need to be addressed too. Clear understanding is required whether the consumer rights had been addressed in the existing law, as well as the gaps in the present legal framework which may cause disadvantage to consumers.

The scope of this Work Item is to study the issues and challenges of online scams and digital financial frauds taking into account the consumer information protection and rights and prepare a report accordingly for developing new policies and regulations and changing old policies
[bookmark: _Hlk209581619]Therefore, SATRC members are welcome to share their experiences & plans on the following issues:
1. Emerging technologies and innovations used for digital transformation.
2. Consumer-protection policies, standards, guidelines adopted by national regulatory agencies.
3. Collaboration with other local/international authorities to strengthen the capacities of digital consumers by sharing experiences and good practices. 
4. Cross-border cooperation among regulators in protecting consumer information in the border-less digital economy.
5. Identifying the challenges faced in addressing these issues.
6. Developing strategies to prevent these scams from happening.


[bookmark: _Toc206534252]Methodology
The study was carried out by the Experts of Working Group on Policy, Regulation and Services nominated by the SATRC Members. The Working Group developed to obtain necessary information from the SATRC Members on the subject matter of the Work Item. Based on the information, the Experts will develop a draft Report on the Work Item for consideration of SATRC-26. 

[bookmark: _Toc206534253]Vocabulary of Terms
AI			Artificial Intelligence
ATM		Automated Teller Machine
BCC			Bangladesh Computer Council
BDBL		Bhutan Development Bank Limited
BDT			Bangladeshi Taka
BFIU 		Bangladesh Financial Intelligence Unit 
BIRT 		Bhutan Inter-bank Real Time Fund Transfer
BIMSTEC 		Bay of Bengal Initiative for Multi-Sectoral Technical and Economic  
Cooperation 
BNB			Bhutan National Bank
BoB 			Bank of Bhutan 
BSE 			Bombay Stock exchange 
BTCIRT		Bhutan Computer Security Incident Response Team
BTRC		Bangladesh Telecommunication Regulatory Commission
CBDC 		Central Bank Digital Currency
CBUAE 		Central Bank of the United Arab Emirates
CIRT      		Computer Security Incident Response Team
CPFS 		Consumer Protection for Financial Services
CRM		Cash Recycling Machine
CSRA 		Cyber Security Regulatory Authority
DBT 		Direct Benefit Transfer 
DCS			Digital Competence Scale (India)
DFS 			Digital Financial Services (Sri Lanka)
DIU			Digital Intelligence Unit
DK			Digital Kidu (DK Bank Bhutan)
DLT 		Distributed Ledger Technology 
DOT			Department of Telecom
DPI 			Digital Public Infrastructure 
DSS			Data Security Standard
e-KYC		Electronic Know Your Customer
FI			Financial Institution (Bhutan)
FIA			Federal Investigation Agency
FID 			Financial Intelligence Department
FTTH		Fiber To The Home
FTTx       		Fibre to the X
GoB			Government of Bangladesh
GP 			Gram Panchayat
G2C			Government to Customer
ICT			Information and Communication Technology
ICTA 		Information and Communication Agency 
INTERPOL		International Criminal Police Organisation
IRDAI		Insurance Regulatory and Development Authority of India
ISMS 		Information Security Management System
ISO			International Organisation for Standardization
ISP			Internet Service Provider
ITU 		International Telecommunication Union 
KYC			Know Your Customer
MCIT 		Ministry of Communication and Information Technology 
MBB		Mobile Broadband
ML			Machine Learning
MNO		Mobile Network Operator
MOF		Ministry of Finance 
MoITT 		Ministry of Information Technology and Telecommunication 
NCCRP		National Cyber Crime Reporting Portal 
NGO			Non Government Organisation
NTA			Nepal Telecommunications Authority
NSE			National Stock Exchange 
   NR3C 		National Response Centre for Cyber Crime
OFC			Optical Fiber Cable
PCI 			Payment Card Industry
PECA 		Prevention of Electronic Crimes Act 
PFRDA 		Pension Fund Regulatory and Development Authority (India)
PG			Payment Gateway
PMGDISHA 	Pradhan Mantri Gramin Digital Saksharta Abhiyan
PNB 		Punjab National Bank
POS			Point of Sales
PSP			Payment Service Provider
PSTN		Public Switched Telecom Network 
PTA			Pakistan Telecommunication Authority
P2P			Peer-to-Peer
QR			Quick Respone
RCP 		Rural Communication Programme 
RBI			Reserve Bank of India
RMA 		Royal Monetary Authority
RTGS 		Real-time Gross Settlement Systems 
SAARC 		South Asian Association for Regional Cooperation
SAR			Suspicious Activity Report
SATRC		South Asian Telecommunication Regulators’ Council
SBP 			State Bank of Pakistan 
SEBI		Securities and Exchange Board of India
SECP 		Securities and Exchange Commission of Pakistan 
SLCERT		Sri Lanka Computer Emergency Readiness Team 
SME			Small and Medium Enterprise
STR 			Suspicious Transaction Reports 
SOF 			Social Obligation Fund
SMS			Short Message Service
SSL 			Secure Socket Layer
TLS			Transport Layer Security
TRAI		Telecommunications Regulatory Authority of India
TRC			Telecommunications Regulatory Commission of (Sri Lanka)
TRCSL   		Telecommunications Regulatory Commission of Sri Lanka 
UNCTAD 		United Nations Conference on Trade and Development
UPI			Unified Payments Interface
USD 		United States Dollar
USF			Universal Service Fund
4IR			Fourth Industrial Revolution
5G			Fifth Generation
  
[bookmark: _Toc206534254][bookmark: _Hlk209581846]Questionnaire
[bookmark: _Hlk209582355]  Question 1: 
Does your country already have new technologies for both fixed line (FTTx, Wireless access) and mobile broadband (5G) related regulations? If yes please describe the framework and its related impacts on your country’s industries landscape. If no, please share your preference or plans regarding implementation in your country.

  Question 2: 
Please provide the present status of digital literacy in your country?

  Question 3:
What are the initiatives taken to improve the digital inclusion in your country by age, gender etc.

  Question 4:
What are the emerging technologies used to provide connectivity for financial services and innovative applications used for digital transformation in your country. Please provide details.

  Question 5:
What are the impacts of digital transformation in financial services?

  Question 6:
Please provide the statistics related to adoption of online/digital financing services by consumers in your country?

  Question 7:
What are the digital financial activities available in your country? 
a) Online transactions 
b) Digital Wallets 
c) Banking transactions 
d) Block chain 
e) Artificial Intelligence enhanced security etc.

  Question 8:
Which national regulatory authority (banking regulator/telecom regulator/any other agency) in collaboration with other agency (if any) is handling online scams and digital financial frauds? What is the number of complaints on the above types of online scams and digital financial frauds?

  Question 9:
Have your country defined social engineering, spoofing, hacking etc. in regulations/, rules, policies etc.? if yes, please provide details?

  Question 10:
Does any national regulatory authority or any agency handling fraudulent activities and any remedial action on online scam/fraud. Please specify what action has been initiated by your country?

  Question 11:
Does any national regulatory authority or any agency carry out public awareness for protection against fraudulent activities?

  Question 12:
Do national regulatory agencies of your country have consumer-protection policies, standards, guidelines against financial frauds? If yes, please provide details with link of these regulatory tools.

  Question 13:
Are there any existing policies related to online scams and digital financial frauds? If yes, what are the current challenges and the matters that are not being addressed by those policies?

  Question 14: 
Do your country have cyber security policy or regulation for protecting online consumers? If yes, please provide details with link of these regulatory tools.

  Question 15:
Do you have a policy/s for the protection of consumer data in your country. If yes, please provide details.

  Question 16:
Is cryptocurrency or digital currency and online betting legalized in your country? If yes, please provide details.

  Question 17:
Have you collaborated with other local authorities to protect digital consumers against financial fraud and data transfer? If yes, please provide details with experiences, good practices, and available laws.

  Question 18:
Is there any cross-border cooperation among regulators in protecting consumer information in the border-less digital economy? If yes, please provide details.

  Question 19:
What are the available strategies and new strategies that can be developed to prevent online scams and digital financial frauds?

[bookmark: _Toc206534255]Afghanistan
Answer (Question 1): 
[bookmark: _Hlk209582386]Part 1: The internet penetration in Afghanistan is 30.5%
Part 2.’ Yes, the MCIT has plan to increase internet accessibility and connecting the unconnected population to affordable internet. We have developed a Fiber Optic Extension Policy to expand the fiber infrastructure enhance accessibility, and pave the way for private sector investment in fiber optic networks, ensuring affordable internet access for all.

Answer (Question 2): 
       No available data on the status of digital literacy in our country.

Answer (Question 3): 
Several initiatives have been undertaken to enhance digital inclusion in Afghanistan. This includes conducting training courses across all provinces that focus on digital literacy, teaching essential skills such as basic computer usage and internet navigation. Additionally, a number of schools, universities, and hospitals have been connected through fiber optic networks, significantly improving access to digital resources. The government is also enhancing e-government services, allowing citizens to access essential online services, such as applying for online passports and obtaining Tazkira (National ID Card), without a specific focus on age or gender. Furthermore, efforts to expand mobile network coverage in rural and underserved areas are enabling more individuals to access digital services.

Answer (Question 4): 
In Afghanistan, limited emerging technologies are being utilized to enhance connectivity for financial services and drive digital transformation, including-
1) Internet Connectivity: The expansion of fibre optic networks has improved internet access in both urban and rural areas, supporting the growth of online financial services.
2) Mobile Banking- Platforms like M-Paisa provide essential financial services to the unbanked population, allowing electricity bill payments, and money transfers via mobile devices.
3) Digital Payment Solutions:’ Innovations such as Hesab Pay and Azipay facilitate cashless transactions, enhancing the efficiency of financial operations and making services more accessible.
4) E-Government Services. The implementation of e-government services in government entities streamlines the internal process which paves the way for digital transformation.

Answer (Question 5): 
Digital transformation in financial services in Afghanistan has several significant impacts. It enhances accessibility, allowing unbanked populations to access financial products and services. The efficiency and speed of transactions improve, leading to quicker service delivery. Financial inclusion is promoted through mobile banking and digital payment solutions, enabling more individuals to participate in the inancial system. Additionally, cost reduction is achieved as digital processes lower operational expenses for financial institutions. The integration of e- government services streamlines processes like tax collection and business registration, contributing to a more robust digital economy.

Answer (Question 6): 
In Afghanistan, the adoption of online/digital financing services is growing but faces challenges due to limited internet access and financial infrastructure.
· Mobile Banking.’ Mobile banking apps like Azizi Bank and AIB are available but have limited usage due to low banking access (15-20% of the population) and low internet penetration (~14 million users).
· Digital Wallets: Services like M-Paisa (Roshan Telecom) are popular for domestic remittances and salary payments, with 7-8% of the population using mobile money services.
· Online Money Transfers: Platforms like Western Union and MoneyGram are widely used for remittances (4% of GDP), while services like PayPal are not fully operational.

Answer (Question 7): 
Currently only primary digital financial services are available in Afghanistan. - Online transactions and Banking Transactions.

Answer (Question 8): 
The Afghanistan Central Bank (Da Afghanistan Bank) is responsible for regulating financial transactions and handling issues related to digital financial fraud. The Ministry of Communication and Information Technology (MCIT) also plays a role in overseeing cybersecurity. Specific numbers on complaints related to online scams and frauds are not available.

Answer (Question 9): 
MCIT has not yet defined social engineering, spoofing, or hacking in any policy or document. Nonetheless, we are in the process of developing ICT law, and these issues will be addressed in the forthcoming legislation.

Answer (Question 10): 
The Ministry of Communications and Information Technology is responsible for handling fraudulent activities related to online scams. To address these issues, MCIT has drafted a national cybersecurity strategy that covers online scams and fraud. This strategy is currently under the approval process.

Answer (Question 11): 
Yes, the Cyber Security Directorate under the Ministry of Communications and IT conducts public awareness programs to protect against fraudulent activities for government entities anal the public

Answer (Question 12): 
MCIT doesn't have any existence policy for consumer protection against financial frauds

Answer (Question 13): 
Currently, MCIT do not have any existing policies related to online scams and digital financial frauds.

Answer (Question 14): 
We have cyber security laws and related policies, but these are all currently under the process of approval by the relevant authority.

Answer (Question 15): 
MCIT have no policy for the protection of consumer data. However, Afghanistan Telecom Regulatory Authority has a Procedure for Protection of Consumers. According to the said procedure, the MNOs are obliged to keep the record of the hard copies of registration forms and other relevant documents for three years, and soft copies until the end of operation.

Answer (Question 16): 
No.

Answer (Question 17): 
No response

Answer (Question 18): 
No response

Answer (Question 19): 
MCIT have no available strategies, however we are in the process of developing cyber security strategy to prevent online scams and digital financial frauds

[bookmark: _Toc206534256][bookmark: _Hlk209594398]Bangladesh
Answer (Question 1): 
The number of mobile Internet Subscriber is 126.97 Million and there are 13.53 million ISP & PSTN internet subscriber. With mobile internet penetration at 72.03% and total internet penetration rate at 80.02% and Social Obligation Fund (SOF) has been established to extend telecommunication facilities to underprivileged areas in addition to Government funded projects. The Social Obligation Fund Rules, 2011 were approved on last 26/10/2021 AD based on S.R.O. No.-331-Act/2021 published in the Bangladesh Gazette. The SOF funds projects to extend telecommunication networks and services to remote and underserved areas of Bangladesh. This supports initiatives aimed at increasing digital literacy and awareness among the population.

Answer (Question 2): 
Bangladesh has an assisted digital literacy rate of 23%, and a full digital literacy rate of just above 6% (https://www.thedailystar.net/tech-startup/news/bangladeshs-echo-leading-the-global-voice-technology-revolution-3445761). 
Additional information from ICT Survey of Bangladesh Bureau of Statistics 2023 shows the following result:

[image: ]

However, digital literacy is increasingly recognized as crucial for economy and society. Several projects such as Smart City initiative, Awareness campaign, Hi-Tech Parks at district level has been initiated to increase the digital literacy in the country.

Answer (Question 3): 
Following initiatives have been taken to improve digital inclusion in Bangladesh:
· Infrastructure Development under USF 
· Breaking Digital Divide Project: Broadband WiFi to the people of Haor, Baor and Remote areas (12800 WiFi Router in 1600 Sites) (Educational Institutions, Market Places, Growth Centers etc.)
· Mobile Broadband Project: Establishment of Mobile Broadband Network in Haors and Islands of 34 Districts
· Connected Bangladesh Project: Establishment of Broadband Connectivity in the Areas of Underprivileged Telecommunication Facilities (No. of PoPs: 617) (Govt. Offices, Schools, Colleges and Growth Centers)
· Satellite Broadband Project: Establishment of Networks in 31 Islands through Satellite Broadband 
· Infrastructure Development under GoB Fund 
· InfoSarker-1 Project: 8 Divisions and 64 Districts were connected through Optical Fiber Connectivity 
· InfoSarker-2 Project: 445 Upazillas were connected through Optical Fiber Connectivity 
· InfoSarker-3 Project: Connected 2600 Unions through Optical Fiber Connectivity. No. of PoPs: 2600 Unions in Rural Areas (Govt. Offices, Police Stations, Schools, Colleges and Growth Centers)
· Through these projects we have connected 4436 Unions which are the bottom level administrative unit of the Government and left with only 126 Union 
· Awareness:
· User friendly E-services are designed to attract citizens in rural areas
· Citizens are getting prompt solutions through E-services 
· In most of the Government offices help desk has been set-up to make the citizens aware and accustomed about the e-services
· Literacy and digital skills:
· 3,544 Computer labs, 100 smart labs, 27 cyber center in Universities and Colleges
· Digital Labs in 13000 educational institutions
· Special Women Program- 10,500 trained to be freelancer, IT professional, entrepreneur
· Games and Apps lab in 40 educational initiations- 16,000 trained
· BCC training program trained 235K people, ICT Training were given to- 8K teacher and 112k students
· GoB has taken “Establishing Digital Connectivity Project” under which
· 555 Digital Service and Employment Training Center will be established
· 10,000 Digital Labs will be established
· Center for 4IR will be established in 57 Universities

Answer (Question 4): 
Several emerging technologies are being utilized to enhance connectivity for financial services and drive digital transformation: 

Platforms like bKash, Rocket, and Nagad have revolutionized financial inclusion by providing mobile-based banking services. These services allow users to perform transactions, pay bills, and receive remittances using their mobile phones.

Banks and financial institutions are leveraging AI and ML for various purposes, including fraud detection, customer service through chatbots, and personalized financial advice. Cloud services are being adopted to enhance the scalability and flexibility of financial services. This allows banks to offer more robust and reliable services while reducing infrastructure costs.

The e-KYC process, introduced by the Bangladesh Financial Intelligence Unit (BFIU), simplifies the account opening process by allowing customers to verify their identity digitally. Digital wallets like bKash and Nagad, along with online payment platforms, facilitate cashless transactions and have become integral to everyday financial activities. Cash Recycling Machines (CRMs) enable users to deposit and withdraw cash, enhancing the efficiency of cash management in banks.

Answer (Question 5): 
Digital transformation in financial services has had profound impacts, particularly:
Digital platforms like mobile financial services (e.g., bKash, Rocket, Nagad) have made banking accessible to a larger portion of the population, including those in remote areas. This has significantly increased financial inclusion. Digital banking services allow customers to perform transactions, pay bills, and manage accounts online, reducing the need for physical visits to banks. Digital tools like e-KYC streamline compliance with regulatory requirements, making it easier for banks to adhere to legal standards while reducing the burden on customers.

Answer (Question 6): 
As of July 2024, the adoption of online and digital financial services in Bangladesh has seen significant growth, with 13 banks providing mobile financial services to over 231.66 million registered customers through 1,819,372 agents, resulting in transactions worth over 395 billion BDT in that month. Additionally, the number of internet banking customers has surpassed 8.8 million, marking a 62.96% growth over the previous two years, while transactions through ATMs, POS, CRMs, and e-commerce platforms totalled BDT 408,390.6 million. 

Answer (Question 7): 
Mentioned in the answer of previous question. 

Answer (Question 8): 
The Bangladesh Telecommunication Regulatory Commission (BTRC) regulates telecommunication services, including internet service providers (ISPs). The BTRC is involved in ensuring safe internet practices while Law Enforcement Authority with the assistance of BTRC are combating cybercrimes and digital fraud. 

Bangladesh Financial Intelligence Unit operating under the Bangladesh Bank, is primarily responsible for handling online scams and digital financial frauds. The BFIU monitors illegal online transactions and collaborates with other agencies, such as the BTRC, to address these issues. The BFIU regularly submits reports on suspicious activities Additionally, the Cyber Crime Investigation Division of the Dhaka Metropolitan Police plays a crucial role in investigating and addressing online scams.

In 2022-23, Bangladesh Financial Intelligence Unit (BFIU) received a total of 14,106 suspicious reports comprising 9,769 Suspicious Transaction Reports (STR) and 4,337 Suspicious Activity Reports (SAR). There is a consistent upward trajectory in the receipt of STR & SAR, with a noteworthy spike of 64.58 percent in 2022-23 compared to the previous year.

Answer (Question 9): 
Yes, Bangladesh has defined similar terminologies in its regulations and policies. The primary legislation addressing these issues is the Cyber Security Act, 2023 (http://bdlaws.minlaw.gov.bd/act-1457.html) 

Answer (Question 10): 
The Bangladesh Financial Intelligence Unit (BFIU), a division of the Bangladesh Bank, is the primary agency tasked with combating online financial scams and digital financial fraud. The BFIU closely monitors online transactions for suspicious activity and works in collaboration with other government agencies, such as the Bangladesh Telecommunication Regulatory Commission, to address these issues. Additionally, the BFIU regularly submits reports on suspicious activities to relevant authorities. The Cyber Crime Investigation Division of the Dhaka Metropolitan Police also plays a vital role in investigating and addressing online scams.

Answer (Question 11): 
Yes, in Bangladesh, several national regulatory authorities and agencies are actively involved in public awareness campaigns to protect against fraudulent activities. The Bangladesh Financial Intelligence Unit (BFIU), under the Bangladesh Bank, plays a significant role in this effort. The BFIU conducts public awareness campaigns to educate citizens about the risks of online scams and financial frauds. These campaigns include information on recognizing phishing attempts, spoofing, and other fraudulent activities.

Additionally, the Bangladesh Telecommunication Regulatory Commission (BTRC) collaborates with the BFIU to disseminate information about digital security and safe online practices. The Cyber Crime Investigation Division of the Dhaka Metropolitan Police also engages in public education efforts, providing guidelines on how to avoid falling victim to cybercrimes.

These initiatives are often carried out through various media outlets, workshops, seminars, and collaborations with NGOs. Engaging local influencers and community leaders helps amplify the message and create a network of vigilance against scams.

Answer (Question 12): 
Yes, Bangladesh has established consumer-protection policies, standards, and guidelines to combat financial frauds.
Guidelines for Customer Services and Complaint Management: These guidelines outline the procedures for handling customer complaints and ensuring quality customer service in financial institutions.

Money Laundering Prevention Act, 2012: This act, along with the Anti-Terrorism (Amendment) Act, 2013, sets the legal framework for preventing money laundering and terrorist financing.


Answer (Question 13): 
Yes, Bangladesh has several policies in place to address online scams and digital financial frauds, primarily through the Cyber Security Act, 2023 and the Money Laundering Prevention Act, 2012. These policies aim to protect consumers and ensure the integrity of the financial system. However, there are several challenges and gaps that need to be addressed:
Online scams often involve perpetrators operating from different countries, making it challenging to track and prosecute offenders. International cooperation and legal frameworks are still evolving to address these issues. The fast pace of technological change makes it difficult for regulations to keep up. New forms of cybercrime, such as sophisticated phishing attacks and ransomware, often outpace existing legal frameworks. 

Answer (Question 14): 
Yes, Bangladesh has several policies in place to address online scams and digital financial frauds, primarily through the Cyber Security Act, 2023 and the Money Laundering Prevention Act, 2012. These policies aim to protect consumers and ensure the integrity of the financial system. However, there are several challenges and gaps that need to be addressed:

Online scams often involve perpetrators operating from different countries, making it challenging to track and prosecute offenders. International cooperation and legal frameworks are still evolving to address these issues. The fast pace of technological change makes it difficult for regulations to keep up. New forms of cybercrime, such as sophisticated phishing attacks and ransomware, often outpace existing legal frameworks. 

Answer (Question 15): 
Currently there are no finalized or complete policy for consumer data protection however, there is a draft policy is under formulation regarding consumer data protection. However, Data Protection Act is in drafting stage (https://dsa.portal.gov.bd/sites/default/files/files/dsa.portal.gov.bd/page/f8d674e2_5ede_45f1_b764_97b32080d5c4/2024-06-09-07-33-5b3eb80c87879601a5f1202ebfe669cc.pdf ).

Answer (Question 16): 
No, in Bangladesh cryptocurrency, digital currency and online betting are not legal. 
Details: (https://www.bb.org.bd/mediaroom/circulars/fepd/sep152022fepd24e.pdf  and http://bdlaws.minlaw.gov.bd/act-16.html) 

Answer (Question 17): 
Please see Response 10.

Answer (Question 18): 
While Bangladesh doesn't have formal cross-border cooperation agreements specifically focused on consumer information protection in the digital economy, there are some initiatives and frameworks that contribute to this goal:
· Regional Cooperation through BIMSTEC:
Bangladesh is a member of the Bay of Bengal Initiative for Multi-Sectoral Technical and Economic Cooperation (BIMSTEC), which includes India, Myanmar, Sri Lanka, Thailand, Nepal, and Bhutan.  BIMSTEC has a framework for cooperation in the area of technology, which could potentially extend to data protection and cybersecurity.  However, concrete agreements or initiatives specifically addressing cross-border consumer data protection within BIMSTEC are currently limited.
· International Frameworks and Agreements:
Bangladesh is a signatory to various international conventions and agreements that indirectly support consumer data protection, such as the International Telecommunication Union (ITU) regulations and guidelines.
Bangladesh also engages with international organizations like the United Nations Conference on Trade and Development (UNCTAD) on issues related to digital economy and data governance.   
· Ongoing Efforts:
Bangladesh is in the process of developing its own comprehensive data protection law. This law is likely to address cross-border data flows and may include provisions for cooperation with other countries.
The Bangladesh Telecommunication Regulatory Commission (BTRC) is actively working on cybersecurity and data protection regulations for the telecommunications sector.

Answer (Question 19): 
Bangladesh has various strategies to prevent online scams, digital financial fraud, and other fraudulent activities on digital platforms. The ICT Act of 2006, amended in 2013, includes provisions that criminalize cybercrimes such as hacking and identity theft. The Bangladesh Computer Security Incident Response Team (BGD e-Gov CIRT) has been established to monitor and respond to cyber threats. Additionally, the Payment and Settlement Systems Act of 2021 specifies penalties for digital transaction fraud. The Cybersecurity Strategy 2021-2025 supports the pillars of Digital Bangladesh by focusing on enhancing national cybersecurity to protect against digital threats. The State Bank of Bangladesh has a draft guideline on ICT Security, providing a framework for cybersecurity standards in financial institutions to ensure the adoption of measures to prevent fraud. Public awareness and internet safety programs are organized by BTRC at various universities to increase public awareness, especially among the youth, about the risks of digital financial crimes.

[bookmark: _Toc206534257][bookmark: _Hlk209595205]Bhutan
Answer (Question 1): 
86.8%. Yes, further internet penetration can be made through the rural communication programme (RCP) and the digital drukyul flagship program.

Answer (Question 2): 
The digital literacy in the country is 49%.

Answer (Question 3): 
Under the digital Drukyul flagship program the major projects such as Digital School, Digital identity, Integrated Business Licensing System and Electronic Patient Information System , Bhutan Integrated Taxation System, enhanced connectivity,  and e-business have been implemented. 

Answer (Question 4): 
In Bhutan, the advancement of financial services through digital transformation is being supported by various technologies designed to boost connectivity and accessibility. Here are some of the digital financial solutions currently available:
a) Mobile Banking/Wallets: Bhutan has seen a significant rise in the use of mobile banking and wallets provided by payment service providers (PSPs), allowing users to perform various financial transactions using their smartphones. These platforms provide services like money transfers, utility payments, and merchant payments.
b) QR Code Payments: QR code-based payments are gaining popularity, allowing users to make payments by scanning a QR code with their mobile wallet app. This is part of Bhutan’s push toward a cashless society.
c) Domestic Payment Gateway (PG): it’s an e-commerce platform, allowing businesses in Bhutan to accept online payments through their websites or mobile apps. This capability is crucial for the growth of e-commerce in Bhutan, enabling customers to make secure online purchases using their bank accounts. Currently, most of the government agencies such as G2C services, airlines, banks, individual merchants, etc. have been onboarded in the ecosystem. 
d) Cards (ATM & PoS): ATM and POS cards, remain central to Bhutan’s financial services, bridging the gap between traditional banking and the digital economy.
e) Bhutan Inter-bank Real Time Fund Transfer (BIRT) system is an electronic fund transfer for inter-bank which plays a significant role in enhancing the country's digital financial ecosystem. The system is fully integrated with the Ministry of Finance (MOF) for the disbursement of salaries, loans, pensions, or any other payments.  

To enhance and innovate payment applications, the Royal Monetary Authority (RMA) is exploring emerging technologies, including Distributed Ledger Technology (DLT), Artificial Intelligence/Machine Learning (AI/ML), RegTech, SupTech, and open banking with API integrations. Additionally, the RMA is planning to seek proposals from entrepreneurs for FinTech solutions and onboard them in a regulatory sandbox. 

Most importantly, the RMA is working on CBDC with offline capabilities to supplement digital payment solutions that support offline payment and reach unbanked and underserved populations in remote areas. 

Answer (Question 5): 
The digital transformation in financial services has resulted in creating user friendly financial services thus saving cost and time. Moreover, it also enhanced the security and privacy of users through updating KYC ( know your customer) and authenticating users through use of  digital signatures and biometric technologies.
Digital transformation in Bhutan’s financial services sector has led to significant changes, impacting various aspects of the economy and society. Here are the key impacts specific to Bhutan:
a) Access to Banking Services: Digital transformation has enabled greater access to banking services, especially in remote and rural areas. Mobile banking, digital wallets, and online banking platforms have given easy and convenient access to financial 
b) Growth of E-commerce: The development of domestic payment gateways and online banking has supported the growth of e-commerce in Bhutan. Local businesses can now sell their products online, reaching a wider audience and contributing to economic development.
c) Streamlined Operations & oversight of FIs: RMA and FIs adopted tools to streamline operations, reduce manual processes, and improve transaction processing times. This has led to greater efficiency and cost savings for banks and other financial service providers.
d) Faster Payment Systems: The introduction of systems like mobile banking, wallets, payment gateway, and the BIRT system has facilitated faster and more reliable payment processing, improving the overall efficiency of the financial system.
e) Digital Payments for Public Services: The government has embraced digital payments for public services, including tax payments, utility bills, and other government-related transactions. This has made it easier for citizens to interact with the government and has improved the efficiency of public service delivery.

Answer (Question 6): 
As of December 2023, there were 567,186 active mobile banking users in the country. Among the banks, Bank of Bhutan (BoB) had the highest number of mobile banking users, with 312,586, followed by Bhutan National Bank (BNB) with 115,930 users. In terms of Bhutan QR registered merchants, the country had 78,548 merchants. BoB again led with 42,957 onboarded merchants, followed by BNB with 13,437 merchants.
For domestic payment gateways, there were 51 active merchants offering products and services via e-commerce platforms.
Regarding internet banking, there were 31,392 active subscribers as of December 2023. Additionally, wallet services, provided by the two telecom operators—Bhutan Telecom and TashiCell—and two commercial banks, BoB and BNB, had a total of around 197,223 users.
This data highlights the growing adoption of digital financial services such as mobile banking,  e-commerce and wallet services across Bhutan.

Answer (Question 7): 
In Bhutan, digital financial activities have been steadily growing, reflecting the country's increasing adoption of technology and the push toward a digital economy. Here are some of the key digital financial activities available:
a) Mobile Banking: Most major banks in Bhutan, such as BoB, BNB, Druk PNB Bank, T-Bank, BDBL, and DK offer mobile and internet banking services. These platforms allow customers to check balances, transfer funds, pay bills, and manage accounts online.
b) QR Code Payments: allowing for easy transactions at retail outlets and among individuals.
c) Digital Wallets: used for payments, including utility bill payments, mobile top-ups, and merchant payments.
d) Payment gateway: Several online platforms and e-commerce sites in Bhutan have integrated with national payment gateways, enabling digital payments for goods and services.
e) Remittances: Bhutanese citizens working abroad or those who receive money from abroad can use digital platforms to send and receive remittances directly into their bank accounts or mobile wallets.
f) BIRT system: The government is increasingly using digital channels to disburse payments, such as subsidies, pensions, and salaries, directly into bank accounts or digital wallets.

Answer (Question 8): 
To mitigate cyber risks, the Royal Monetary Authority (RMA), in partnership with BTCIRT, has conducted numerous public awareness campaigns. Additionally, banks and financial institutions are working to broaden their outreach to educate the public about best practices and pitfalls in the digital financial sphere. Despite these efforts, digital financial fraud and online scams continue to be a significant vulnerability in the digital financial ecosystem. 

The Royal Bhutan Police and the Department of Law and Order, in cooperation with the Financial Intelligence Department (FID) under the Royal Monetary Authority (RMA) manage online scams and digital financial fraud.


Answer (Question 9): 
Cybersecurity is a top priority for the Royal Monetary Authority and financial institutions. In our commitment to strengthening cyber resilience, we strive to adhere to international best practices. Accordingly, the RMA has mandated that all financial institutions obtain ISO 27001 and PCI DSS certifications, the latter specifically addressing cardholder data. While these certifications provide a degree of assurance regarding cyber resilience, they do not offer a complete solution to countering cyber threats. Additionally, the RMA has developed an Information Security Management System (ISMS) policy under ISO 27001 requirements.

Answer (Question 10): 
The Department of Law and Order in collaboration with the Financial Intelligent Department (FID), RMA, and Royal Bhutan Police handles fraudulent activities and takes remedial action to combat online scams/fraud. FID carries out investigations related to the banking system and accordingly shares the report with the relevant stakeholders.

Answer (Question 11): 
In addition to RMA’s collaboration with the BTCIRT, the RMA, and banks carry out public awareness of digital financial safety by developing awareness videos and posting them on national television channels and popular social media platforms. This approach aims to educate the public about identifying and avoiding scams, safeguarding personal information, and utilizing digital financial services securely. 

Answer (Question 12): 
RMA has guidelines on data privacy and data protection 2022, outlining key requirements for the collection and processing of data in accordance with international standards for data privacy and the globally accepted principle of privacy by design and default.  Further, RMA has consumer protection for financial services (CPFS) Rules and regulations 2019 to redress aggrieved consumers, promote fair trade practices and empower and enhance confidence in financial services. 

Answer (Question 13): 
No, these are not included as a part of the policy.

Answer (Question 14): 
No but in the process of drafting the cyber security policy and regulation for protecting online consumers.

Answer (Question 15): 
RMA has developed guidelines on data privacy and data protection, 2022, outlining key requirements for the collection and processing of data in accordance with international standards for data privacy and the globally accepted principle of privacy by design and default.   

Answer (Question 16): 
No

Answer (Question 17): 
We do not have any formalized/ documented understanding as of now. However, collaborative efforts in terms of awareness and literacy are provided through various channels as proactive measures. As part of the reactive measures, we have formalized process to handle it (as stated in Question 10).

Answer (Question 18): 
As of now, we do not have any direct cooperation with the regulators across the border. However, the consumer information protection is directly handled by the policy and regulation of the respective issuer banks. 

Answer (Question 19): 
Preventing online scams and digital financial frauds requires a combination of existing strategies and the development of new, innovative approaches. In Bhutan, where digital literacy is growing, it is particularly important to tailor these strategies to local contexts.
1. Ongoing Education: Regularly educating the public about common types of scams and frauds, such as phishing, fake investment schemes, and impersonation scams.
1. Collaborations with Media: Partnering with local radio, television, and online platforms to disseminate information on identifying and avoiding scams.
1. Strong Legal Provisions: Enforcing strict laws against cybercrimes, with clear penalties for fraudsters.
1. Financial Regulations: Ensuring that financial institutions follow guidelines that require them to monitor suspicious transactions and report them promptly.
1. Fraud Detection Systems: Encouraging banks and payment service providers to use sophisticated fraud detection and prevention systems.
1. KYC (Know Your Customer) Standards: Ensuring robust KYC procedures to prevent identity theft and unauthorized access to financial services.
1. Digital Reporting: Providing easy-to-use online platforms for reporting scams.
1. Community Workshops: Conducting workshops to teach digital literacy, focusing on safe internet practices.
1. School Curriculums: Integrating digital safety into educational curriculums to build awareness from a young age.
1. AI and Machine Learning: Implementing AI-driven systems that analyze transaction patterns and detect anomalies in real-time.
1. Collaborative Platforms: Creating platforms where the government, financial institutions, and tech companies can share information and strategies to combat fraud.
1. Joint Training Programs: Conducting joint training for law enforcement, financial institutions, and cybersecurity experts.
1. Rewards for Reporting: Offering financial incentives or rewards for individuals who report scams that lead to the successful apprehension of fraudsters.
1. Anonymous Reporting Mechanisms: Ensuring that people can report fraud anonymously to encourage more people to come forward.
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Answer (Question 1): 
 Total subscriptions in India (as in June 2024) 
· Broadband subscriptions are over 940 million.
· Urban-rural ratio    58 % :  42 %
· narrowband subscriptions are over 28 million.
· Urban-rural ratio:   54.4 % : 45.5 %
· Internet subscriptions, in June 2024, are about 969.60 million
· Urban-rural ratio:   58 % : 42 %

In order to connect under-served and un-served areas in the country, significant efforts are on-going so that same level of access is provided as it is available in most of urban locations. One of the largest broadband deployment exercises to provide internet broadband connectivity to each village block (Gram Panchayat, GP) is ongoing where first two phases have been completed. About 214,000 GP have been provided with optic fiber based tele-connectivity by July 2024.

Answer (Question 2): 
Digitally Literate Household[footnoteRef:1]: If at least one person in the household has the ability to operate a computer and use the internet (among individuals who are 5 years of age and older) is defined as Digitally Literate Household. [1:  https://dtnbwed.cbwe.gov.in/images/upload/Digital-Literacy_3ZNK.pdf
] 


Applying this measure, about 38% households are digitally literate across India. In urban areas, digital literacy is relatively higher at 61% as compared to just 25% in rural areas.
Amongst age group 15-24 years, digital literacy was estimated to about 43 % during 2020-21 (if criteria used in ability to copy or move computer files).

     Answer (Question 3): 
Spread of Digital Literacy: Pradhan Mantri Gramin Digital Saksharta Abhiyan (PMGDISHA) aimed at providing basic digital literacy training to sixty million citizens across rural India, targeting at least one person from every rural household to account for about 40 per cent rural household has been concluded in March 2024. As on 31st March 2024, around 73.5 million candidates were enrolled and 63.9 million were trained, out of which 47.8 million candidates were certified under the PMGDISHA Scheme.

Providing Tele-connectivity: Tele-connectivity infrastructure to provide mobile broadband at 4G level nation-wide is one of the objectives under implementation. It includes rural habitations, island communities and other target under-served areas wherein market players themselves could not make access possible. By July 2024, about 214,000 village blocks (Gram Panchayat) connected with ready OFC system connecting over one million FTTH connections and 0.1 million public Wi Fi hotspots. Besides, over 6,100 telecom towers for mobile based access have been installed within such target areas

Establish use cases using Digital Public Infrastructure (DPI):  Significant development have been witnessed in use of digital technologies for Direct Benefit Transfer (DBT), digital financial transactions, digital banking at mass level. Digital payments using Unified Payments Interface (UPI) in India have clocked over 100 billion transactions worth over USD 2,195 billion during 2023. Using the same infrastructure for Direct Benefit Transfer to support beneficiaries of about 315 government schemes, has yielded cumulative savings of over USD 42 billion against total cumulative transactions of about USD 453 billion in the last decade.

     Answer (Question 4): 
Unified Payments Interface (UPI) - Unified Payments Interface, commonly referred to as UPI, is an Indian instant payment system as well as protocol developed by the National Payments Corporation of India in 2016. The interface facilitates inter-bank peer-to-peer and person-to-merchant transactions. 

Automatic Teller Machine (ATM), even with biometric identity check – Aadhaar program provides biometric identity check for providing access to digital interface.

Net-banking / Mobile Banking / Digital Wallet / Payments Banks – Use of Multi-factor authorisation, SSL/TLS Certification obtained by the merchant/ supplier side, using Mobile Number as bonafide network identity are some of the steps which provide foundation to all such payment & settlement systems.

Answer (Question 5): 
Almost half the globe’s digital transactions take place in India on daily basis! 
Unified Payments Interface (UPI) developed in India have become increasingly popular in other countries as well. India is also engaged in interlinking UPI with fast payment systems (FPS) of other countries to make cross-border payments instant and efficient. The RBI has joined the Project Nexus, a multilateral international initiative conceptualised by the Innovation Hub of the BIS to enable instant cross-border retail payments by interlinking FPSs of Malaysia, Philippines, Singapore, Thailand and India.

Both Bombay Stock exchange (BSE) and National Stock Exchange (NSE) offer world’s fastest security exchange services, following T+0 model. Under the T+0 settlement system, stocks bought and sold between 9:15 am and 1:30 pm are settled by the end of the same day, Moreover, NSE[footnoteRef:2] has achieved distinction of transacting capital assets holding market-cap over USD 5 trillion in 2024. and BSE[footnoteRef:3] is the fastest stock exchange, taking 6 microseconds for a transaction. [2:  https://www.nseindia.com/resources/nse-listed-companies-market-capitalization-surpass-usd-5-trillion
]  [3:  https://mock.bseindia.com/static/members/colocation.aspx
] 


Answer (Question 6): 
Unified Payments Interface (UPI) based payments in India have clocked over 100 billion transactions worth over USD 2,195 billion during 2023. Detailed (category-wise month-wise) statistics are available at https://www.npci.org.in/statistics 

Answer (Question 7): 
All methods mentioned above are used by various banks, financial institutions and payment & settlement system operators. First use of blockchain for undertaking domestic transaction has been executed in February 2022. Several banks have undertaken use of blockchain based transactions at present. AI is increasingly used for risk assessment and under-writing purposes.

Answer (Question 8): 
So far as online scams and financial frauds are concerned, several agencies are working on respective focal areas:
· Reserve Bank of India
· National Cyber Crime Reporting Portal (NCCRP)
· Economic Offence Unit / Cyber Stations under State Police 
· Telecom’s Digital Intelligence Unit (DIU) 
· Other sectoral regulators – Securities Exchange (SEBI), PFRDA (Pension Funds), IRDAI (Insurance Regulator)

Answer (Question 9): 
As per National Cyber Crime Reporting Portal, cybercrime may be defined as “Any unlawful act where computer or communication device or computer network is used to commit or facilitate the commission of crime”. About 24 types of cybercrime categories have been listed/defined at https://cybercrime.gov.in/Webform/CrimeCatDes.aspx
 
Answer (Question 10): 
Since online fraudulent activities have been observed in multiple sectors, the check on the same is addressed through multiple bodies such as Reserve Bank, Sectoral regulators, Government Departments, Law Enforcement Agencies including State police.

Multi-action strategy would prove easier to organise and prove difficult for fraudsters to sustain. Telecom related agencies have also started using AI based detection tools based on individual’s grievances received from the public/ customers to suspend telecom resources allocated to such users.

Answer (Question 11): 
Reserve Bank of India (RBI) is front-runner in raising public awareness protection against fraudulent activities. It directs all banks, non-banking finance companies about the cyber-security requirements and practices to be followed. It concurrently runs public awareness through audio-visual means to regularly inform the consumers about various methods opted by cyber-criminals and manner to remain safe while undertaking online transactions.

For example, use of multi-factor authentication, KYC using biometric identification, giving control of user for setting expense-limits while doing online transactions (domestic/ international/ Point of Sale/ Bank to Bank/ card’s daily limits), simultaneous messaging (SMS) to registered mobile number are some of the main measures initiated by RBI in public interest. Manu such initiatives may be seen at https://rbikehtahai.rbi.org.in/ 

General public is being made awareness to send feedback to DoT related Portal whenever anyone is receiving suspect messages. Social Media has been channelised to receive and provide feedback accordingly. 

Answer (Question 12): 
RBI has directed all banks etc. to resolve customer grievances related to cyber-crimes within 90 days of reporting. If a customer informs the concerned bank within first three days of cyber-crime faced (excluding his/her carelessness in revealing card details, password, handing over Debit/ATM card etc.), the Bank is obliged to issue acknowledgement and undertake necessary action to find out related gap/ breach. The Bank remains responsible for making good the loss experienced by the customer, beyond his/her negligence.

Bank customer may approach local police station/ designated cyber-station to register the complaint involving cyber-crime. Police seeks action-taken report from the concerned bank as per prevailing norms.

Banks in turn assess risks due to cybercrimes and re-insure themselves through other Banks/ financial institutions so that the money lost by a non-negligent customer could be borne on the sum insured.

RBI is working upon establishing Digital Payments Intelligence Platform for network-wide intelligence and real-time data sharing across payments systems.

TRAI has initiated stringent measures to check unsolicited commercial calls, especially from financial players (or on behalf) so that fraudsters interface with innocent customers could be minimised. Effective from June 2024, all Central and State Government entities shall use 10-digit phone numbers telephone numbers in the format of 1600ABCXXX whereas financial entities regulated by RBI, SEBI, IRDAI and PFRDA shall use 1601ABCXXX to reduce pesky calls often setting up the trap. Therefore, non bonafide actors could be easily identified & ignored.

Department of Telecom is also working on individual inputs received from the telecom users who have suffered due to cyber-crimes perpetrated using telecom resources. Post analysis, suspected actors are discouraged by disconnecting their mobile numbers involved, blocking the handsets involved, disengaging WhatsApp accounts, blacklisting parental entities, blocking SMS from identified headers.

Citizen Financial Cyber Fund Reporting and Management System, a component of National cybercrime Reporting Portal offers unified platform bringing together different stakeholders such as States, Banks, Financial institutions, payment wallets, e-commerce companies, etc to enable swift, co-ordinated system-based action for prevention of unauthorised channelling of money towards cybercriminals.

Answer (Question 13): 
Please refer the response above.

Answer (Question 14): 
· https://rbikehtahai.rbi.org.in/
· https://www.rbi.org.in/commonperson/English/Scripts/FLW22_Security_digitaltransactions.aspx
· https://www.rbi.org.in/commonperson/English/Scripts/FLW22_Protectiontocustomers.aspx
· https://www.rbi.org.in/Scripts/Complaints.aspx
· https://sachet.rbi.org.in/

Answer (Question 15): 
Digital Personal Data Protection Act, 2023 protects personal data from reaching / use by unauthorised actors. 
https://www.meity.gov.in/writereaddata/files/Digital%20Personal%20Data%20Protection%20Act%202023.pdf

[bookmark: _Hlk209598102]Answer (Question 16): 
Central Bank Digital currency ie. Digital Rupee is legal instrument in India. Daily limits on amount and number of transactions may apply as per the Bank offering digital wallet for safekeeping of Digital Rupee. RBI[footnoteRef:4] is working on cross border payment systems involving CBDC as initiated by BIS.  [4:  https://rbidocs.rbi.org.in/rdocs/Bulletin/PDFs/0BULT19082024FLC52593CF35D54D47AF2A928D8ED19333.PDF
] 


Answer (Question 17): 
Please refer to responses above.

Answer (Question 18): 
G20 Tech Sprint 2023, which seeks innovative technology solutions for multilateral cross-border CBDC that can promote interoperability among various CBDC systems or domestic payment systems, reduce operational costs, improve efficiency, and ensure consistent standards across multiple jurisdictions. Reserve Bank of India[footnoteRef:5] has entered into an agreement with the Central Bank of the United Arab Emirates (CBUAE) to collaborate on FinTech initiatives, including cross-border CBDC payments. Staying abreast with the global developments and progress, the Reserve Bank has also joined the BIS Innovation Hub’s multilateral projects, ‘Mandala’ and ‘mBridge,’ as an observer. [5:  As above.] 


Digital Personal Data Protection Act, 2023 also deals with cross-border aspects especially if personal digital data of Indian persons is handled/ stored/processed by a data-intermediary abroad. Cross-border data regulatory framework is one of evolution areas.

Answer (Question 19): 
· Regular KYC by service providers
· Informed users – Authenticated website/Apps/Transaction channels/what to check or avoid
· Allow only MFA based transactions, depending upon threshold value. Progressively add options for users to apply different MFA combinations from time to time (PIN/SMS token/biometric/QR code/image/Security questions/hardware device).
· Applying user-control over limits (volume/ instances/ PoS/ domestic /international) to be encouraged. Exception: Cooling-off requirements
· Independent audit of cyber-security practices in banks/ NBFCs/ financial institutions and related Apps/ online interfaces
· One-step reporting about suspicious transactions or risk faced
· Digital analysis and sharing of intelligence about bad actors at sectoral level
· Mandatory use of validated & updated SSL 3.0 and TLS 1.2 or above certifications by organised entities i.e. banks/ payment handlers/ utility companies/ e-commerce houses for providing online interface.
· Protection enabled as per law to personal digital data of users/customers, including Right to Forget.

[bookmark: _Toc206534259][bookmark: _Hlk209597917][bookmark: _Hlk209598158]Nepal
  Answer (Question 1): 
  As per the NTA MIS Report of April 2024, the internet penetration in Nepal is as follows.
[image: ]
Nepal has plan to improve the internet penetration in rural and unconnected areas through possible technologies utilizing the Rural Telecommunication Development Fund. 

Answer (Question 2): 
As per the survey carried out by Nepal Rastra Bank, the research showed that the digital literacy rate is staggering around 31 percent in 2023.  

Answer (Question 3): 
The initiatives taken to improve digital inclusion in Nepal are Girls in ICT initiatives and Senior Citizens ICT literacy initiatives, Differently abled Persons Initiatives by Nepal Telecommunications Authority.

Other regulatory bodies and security agencies have also taken initiatives for financial and secure digital literacy. 

Answer (Question 4): 
The current technologies used to provide connectivity for financial services and innovative applications used for digital transformation in Nepal are FTTX, 3G. 4G, Wifi, IoT. The emerging technologies are 5G, Artificial Intelligence etc. In 2023, Nepal Telecom underwent 5G trial. 

Answer (Question 5): 
The impact of digital transformation in financial services has resulted to paperless, branchless, and cardless services with 24*7 availability helping customers to access financial services even on bank holidays.

Answer (Question 6): 
As per the survey carried out by Nepal Rastra Bank, the research showed that the adoption of online/digital financing services by consumers in Nepal is around 31 percent in 2023.

Answer (Question 7): 
Digital Financial Services available in Nepal are a) Online transactions b) Digital Wallets c) Banking transactions

Answer (Question 8): 
Nepal Police collaborates with banking regulator or telecom regulator as required to handle online scams and digital financial frauds. The number of online scams and financial frauds reported to Cyber Bureau of Nepal police gets an average if 60-70 complains a day. 

Answer (Question 9): 
Nepal has defined social engineering, spoofing, hacking etc. in Cyber Security Advisories to the General Public published by Nepal Telecommunications Authority.

Answer (Question 10): 
Cyber Bureau of Nepal Police has been handling fraudulent activities and generating cyber security advisories to the general public as remedial actions in Nepal. Regulatory bodies have also published cyber security advisories to the general public.

Answer (Question 11): 
Nepal Telecommunications Authority, Nepal Rastra Bank and Cyber Bureau has been carrying out public awareness for protection against fraudulent activities.

Answer (Question 12): 
The Consumer Protection Act, 2018 and Electronics Transactions Act, 2006 remain as statutes for consumer protection in digital financial transactions and online scams. Also, Nepal Telecommunications Authority has issued necessary directives to telecom operators and consumers for the consumer protection.

Answer (Question 13): 
Electronics Transactions Act, 2006 deals with online scams and digital financial frauds. The current challenges include Electronics Transactions Act, 2006 attempts to cover cybercrimes in general and does not have a complex legal structure as other law that would deal with these crimes in depth.

Answer (Question 14): 
National Cyber Security Policy, 2023 serves as the policy for protecting online consumers available in https://mocit.gov.np/content/7119/7119-national-cyber-security-policy/ 
Cyber Security Byelaw, 2020 of Nepal Telecommunications Authority also include provisions for protecting telecom consumers available in https://nta.gov.np/uploads/contents/Cyber-Security-Bylaw-2077-2020.pdf 

Answer (Question 15): 
Yes. The Privacy Act, 2018

Answer (Question 16): 
No

Answer (Question 17): 
No

Answer (Question 18): 
No

Answer (Question 19): 
The available strategies to prevent online scams and digital financial frauds include consumer awareness by regulators and security agencies, implementation of regulatory framework, criminal codes. 

The new strategies to be developed to prevent online scams and digital financial frauds include enactment of cyber laws, updating existing laws as per the demand of technology and consumer needs, collaboration with concerned authorities to address challenges faced, increased public awareness through various mechanisms.
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Answer (Question 1): 
[bookmark: _Hlk175754459][bookmark: _Hlk175740673]The Mobile broadband penetration is 56.15% and broadband penetration is 57.61%. The Universal Service Fund (USF), has been entrusted with the responsibility for expanding telecom services to underserved and remote areas, bridging the digital divide, and promoting social and economic inclusion. By subsidizing telecom infrastructure in these regions, the USF ensures that all citizens, regardless of location, have access to essential communication services, supports technological advancement, and encourages private sector participation. This fosters local development, enhances access to information, and aligns with the PTA's mandate of ensuring universal telecom access across Pakistan. Various programs are running using the USF. The details of each program are available at the following link: https://www.usf.org.pk/programs. The list of programs is given below:
1) NG-BSD Program
2) NG-BSD for motorways and highways
3) NG-for network and services program
4) Broadband program
5) Broadband for sustainable development program
6) Optic fibre program
7) Special/Digital inclusion projects

Answer (Question 2): 
Measuring digital literacy in developing countries faces challenges like limited internet access, low device availability, and basic literacy issues, especially in rural areas. Socioeconomic disparities skew results toward urban populations. Survey methodologies often struggle with language barriers, and limited access to technology complicates reaching diverse groups. As a result, capturing a true national picture through surveys becomes difficult, reflecting only those with better resources and connectivity. Currently, there is no specific study on the present status of digital literacy in Pakistan.

Answer (Question 3): 
The PTA's digital gender inclusion strategy emphasizes a multi-stakeholder approach to bridge the digital gender divide in Pakistan. It focuses on improving affordability, digital skills, safety, access, and relevance of digital technologies for women. Key initiatives include creating the Pakistan Digital Inclusion Forum for Gender Equity, coordinated through a Steering Committee and thematic working groups. These groups will work on developing policies, partnerships, and programs that address the unique barriers women face in accessing and using digital technologies. Collaboration across government, private sector, civil society, and academia is essential for success. More details of the report can be found at the following weblink. https://www.pta.gov.pk/assets/media/digital_gender_inclusion_strategy_28-02-2024.pdf 

Answer (Question 4): 
In Pakistan, emerging technologies are increasingly being adopted to enhance connectivity and accessibility in financial services. Mobile broadband and 4G/5G networks are significantly improving connectivity across the country, with mobile banking, digital wallets, and branchless banking services like Easypaisa, JazzCash and UPaisa are benefiting from this expansion. Blockchain technology is still in its early stages but is being explored for its potential to provide secure and transparent transactions, especially in areas such as remittances and digital currencies. Applications in cross-border payments, secure digital ledgers, and cryptocurrency adoption are key areas of interest.

Internet of Things (IoT) is beginning to impact the financial sector by enabling connected devices to facilitate automated payments and data collection. Use cases include usage-based insurance models, smart POS systems, and automated billing. Artificial Intelligence (AI) and Machine Learning (ML) are being utilized for customer service automation, fraud detection, and personalized financial services, with AI-driven chatbots, credit scoring, and predictive analytics being prominent applications. Cloud computing is enabling banks and financial institutions to scale operations, reduce costs, and enhance security through cloud-based solutions for core banking, mobile platforms, and financial data analytics. Digital identity and eKYC solutions are crucial for enhancing security and regulatory compliance, facilitating processes like customer onboarding and fraud prevention. Fintech and open APIs are fostering innovation by allowing fintech companies to offer new financial services and partner with traditional banks to expand access. The rise of digital payment systems and real-time gross settlement systems (RTGS), such as Raast, is improving transaction efficiency. Additionally, regulatory sandboxes introduced by the State Bank of Pakistan (SBP) and the Securities and Exchange Commission of Pakistan (SECP) are promoting innovation in financial technology. These technologies are crucial for expanding financial services, driving inclusion, and providing innovative solutions to both urban and rural populations.

Answer (Question 5): 
The digital transformation of financial services in Pakistan is having profound impacts across various dimensions, driving significant changes in how financial services are accessed, delivered, and experienced. One major impact is increased financial inclusion. Digital platforms like mobile banking, digital wallets, and branchless banking have expanded access to financial services, particularly for those in remote and underserved areas. For instance, services such as Easypaisa, JazzCash and UPaisa have enabled millions of previously unbanked individuals to perform transactions, save money, and receive remittances.

Another key impact is enhanced efficiency and convenience. Digital transformation has streamlined financial processes, significantly reducing the time and effort required for transactions, account management, and customer service. Online banking apps allow customers to transfer funds, pay bills, and check balances instantly, without the need to visit a bank branch. This shift has also contributed to a reduction in cash dependency, as the growth of digital payment systems is promoting a more formalized economy. The introduction of Raast, Pakistan's instant payment system, facilitates real-time digital payments, reducing reliance on physical cash transactions.

Improved financial security is another significant impact, with enhanced cybersecurity measures, digital identity verification, and real-time fraud detection systems strengthening the security of financial transactions. Banks are employing AI-driven tools to monitor transactions for suspicious activity, preventing fraud and unauthorized access. The growth of the fintech sector has also fostered innovation in financial products and services, offering new solutions for payments, lending, and wealth management. Platforms like Finja and Karandaaz provide SMEs with access to digital and financial management tools.

The transformation has also led to regulatory developments and compliance. Regulatory bodies such as the State Bank of Pakistan (SBP) and the Securities and Exchange Commission of Pakistan (SECP) have introduced new regulations and frameworks to manage digital financial services, including the SBP’s framework for digital banks, which supports the establishment of fully digital banking operations. Additionally, customer empowerment and experience have been enhanced with digital tools, providing personalized services and improving overall satisfaction. AI-driven chatbots and virtual assistants in banking apps offer 24/7 support and personalized financial advice.

Cost reduction for financial institutions is another benefit, as automation and digitization lower operational costs, enabling banks to offer more competitive services. The adoption of cloud computing and AI has reduced the need for physical infrastructure and manual processes. Furthermore, increased competition and innovation have emerged with the entry of fintech startups and the push towards open banking. Traditional banks are now partnering with fintech companies to introduce new digital products and services, such as mobile wallets and P2P lending platforms.

However, challenges in digital literacy and infrastructure persist, particularly in rural areas where limited internet access and lower digital literacy can hinder the adoption of digital services. Additionally, the impact on employment is notable, with automation and digitalization potentially reducing the need for certain traditional roles while increasing demand for new skills in digital and IT sectors. Overall, while the digital transformation of financial services in Pakistan offers significant opportunities for growth, inclusion, and innovation, addressing these challenges is crucial for ensuring equitable and sustainable development.

Answer (Question 6): 
Here are some statistics related to the adoption of online and digital financing services by consumers in Pakistan:

Mobile broadband penetration in Pakistan is approximately 56.15%, according to the Pakistan Telecommunication Authority (PTA). Overall broadband penetration, which includes both mobile and fixed broadband, stands at around 57.61%, as reported by the PTA. Digital literacy in the country is estimated to be around 50%, based on an online survey. The State Bank of Pakistan (SBP) reports that there were over 58 million active mobile wallet accounts in 2023, reflecting significant growth in digital payment adoption.

Ecommerce in Pakistan is expanding rapidly, with online retail sales expected to reach USD 5 billion by 2025, according to industry reports. Financial inclusion, measured by the percentage of adults with access to a financial account, is around 21% as per World Bank data. Digital remittances have also grown substantially, with over USD 21 billion in remittances sent to Pakistan in the fiscal year 2022-2023, as reported by the SBP. Internet banking usage has seen an increase, with over 15 million active users reported by various banks. The fintech sector in Pakistan received investment of approximately USD 50 million in 2023, indicating rising interest in digital financial services. Additionally, branchless banking transactions have reached over PKR 3 trillion annually, showcasing a notable shift towards digital transactions, according to SBP reports. These statistics highlight the growing adoption of online and digital financial services in Pakistan.

Answer (Question 7): 
All of the mentioned digital financial services are accessible in Pakistan.

Answer (Question 8): 
In Pakistan, several government offices and regulatory bodies are crucial in addressing and reducing online digital fraud. The State Bank of Pakistan (SBP) plays a significant role by regulating and supervising banks and financial institutions. It is responsible for enforcing regulations related to digital banking and financial transactions to mitigate fraud. The SBP issues guidelines for secure online transactions, monitors compliance, and promotes cybersecurity practices within the banking sector.

The Pakistan Telecommunication Authority (PTA) regulates telecommunication services, including internet service providers (ISPs). The PTA is involved in ensuring secure internet practices and combating cybercrimes by working on measures to prevent unauthorized access and cyber threats. It collaborates with other agencies to address digital fraud and enhance overall internet security.

The Federal Investigation Agency (FIA) is tasked with investigating and enforcing laws related to cybercrime, including online fraud and digital scams. The FIA’s Cyber Crime Wing investigates complaints related to online fraud, hacking, and other cybercrimes while also focusing on raising awareness about cybersecurity. These government offices work collectively to create a robust framework for reducing online digital fraud, incorporating regulation, enforcement, and public awareness initiatives to improve the security of digital transactions and online activities.

Answer (Question 9): 
As per Pakistan Electronic Crime Act, 2016 Spoofing. (1) Whoever with dishonest intention establishes a website or sends any information with a counterfeit source intended to be believed by the recipient or visitor of the website, to be an authentic source commits spoofing. (2) Whoever commits spoofing shall be punished with imprisonment for a term which may extend to three years or with fine which may extend to five hundred thousand rupees or with both.

There is no particular definition of spoofing or hacking but they are defined in PECA as identity theft and forgery. The Act is available at: https://pakistancode.gov.pk/pdffiles/administrator6a061efe0ed5bd153fa8b79b8eb4cba7.pdf 

Answer (Question 10): 
The Securities and Exchange Commission of Pakistan (SECP) and the Ministry of Information Technology and Telecommunication (MoITT) play pivotal roles in safeguarding Pakistan's financial and digital landscapes. The SECP regulates the securities and financial markets, overseeing digital transactions to ensure their integrity and security. It implements stringent regulations to prevent and address fraudulent activities within the capital markets and financial services sector. On the other hand, the MoITT develops and implements policies related to IT and telecommunications, focusing on cybersecurity and fraud prevention. The Ministry formulates national cybersecurity strategies and frameworks to combat online fraud and enhance digital security, coordinating with various government agencies and stakeholders to address cybercrime and digital threats. Key initiatives include the enactment and enforcement of laws like the Prevention of Electronic Crimes Act (PECA) 2016, which provides a legal framework for tackling cybercrime, and conducting public awareness campaigns to educate citizens on recognizing and preventing online scams. Both agencies also engage in cross-border cooperation with international organizations to address global cybercrime challenges. Together, these efforts are crucial in mitigating online scams, protecting digital transactions, and promoting a secure digital environment across Pakistan.

Answer (Question 11): 
The Pakistan Telecommunication Authority (PTA) actively promotes public awareness to protect against fraudulent activities through a variety of initiatives. It conducts broad-based public awareness campaigns using media such as television, radio, and social media to educate individuals about the risks of telecommunications fraud, including phishing and identity theft. PTA provides educational resources on its website, offers support via a consumer helpline for reporting fraud, and collaborates with agencies like the Federal Investigation Agency (FIA) and the National Response Centre for Cyber Crime (NR3C) to address and mitigate fraud. Additionally, PTA enforces regulatory measures to enhance security and ensure telecom operators adhere to practices that safeguard consumers. These efforts collectively help inform and protect the public from falling victim to fraudulent schemes.

Answer (Question 12): 
Yes, regulations are available at:
https://www.pta.gov.pk/category/regulations-1674158059-2023-05-30 

Answer (Question 13): 
Pakistan's policies addressing online scams and digital financial frauds include the Prevention of Electronic Crimes Act (PECA) 2016, which outlines legal measures against various cybercrimes, and regulations by the State Bank of Pakistan (SBP) and Pakistan Telecommunication Authority (PTA) focusing on secure financial transactions and telecom fraud. The National Response Centre for Cyber Crime (NR3C) also plays a role in investigating cybercrimes. However, these policies face challenges such as inadequate coverage of emerging fraud tactics, inconsistent enforcement, and limited public awareness. Additionally, cross-border fraud complicates legal proceedings, and gaps in digital literacy and infrastructure hinder effective fraud prevention, highlighting the need for more comprehensive, adaptive measures and better coordination among agencies.

Answer (Question 14): 
Yes, we have cyber security policy. The Policy is available on weblink: https://moitt.gov.pk/SiteImage/Misc/files/National%20Cyber%20Security%20Policy%202021%20Final.pdf 

Answer (Question 15): 
Yes, we have data protection law. The Law is available on weblink: https://moitt.gov.pk/SiteImage/Misc/files/25821%20DPA%20Bill%20Consultation%20Draft(1).pdf 

Answer (Question 16): 
No.

Answer (Question 17): 
In Pakistan, collaboration among local authorities is crucial for protecting digital consumers from financial fraud and ensuring secure data transfer. The Federal Investigation Agency (FIA), particularly through its Cyber Crime Wing, works closely with the State Bank of Pakistan (SBP) and the Pakistan Telecommunication Authority (PTA) to address and investigate financial fraud and cybercrime. This cooperation includes joint operations, information sharing, and coordinated responses to fraud incidents. The FIA's Cyber Crime Wing, alongside the SBP, enforces guidelines for cybersecurity in the financial sector, while the PTA monitors and regulates telecom services to prevent misuse and fraud.

Good practices in this collaborative approach include the formation of joint task forces to tackle specific cybercrime trends and the implementation of public awareness campaigns. These efforts are supported by relevant laws such as the Prevention of Electronic Crimes Act (PECA) 2016, which provides a legal framework for addressing cybercrime, and the upcoming Personal Data Protection Bill (PDPB), which aims to enhance data protection. These coordinated efforts and legal frameworks collectively work to safeguard digital consumers and enhance the overall security of financial transactions and data handling in Pakistan.

Answer (Question 18): 
Yes, Pakistan engages in cross-border cooperation to protect consumer information in the borderless digital economy through various international collaborations. The country works with INTERPOL to address global cybercrimes, participates in international cybersecurity conferences, and engages in bilateral agreements with other nations for joint investigations and information sharing. Pakistan also aligns its practices with international standards set by organizations like the International Telecommunication Union (ITU) and participates in regional initiatives such as those under the South Asian Association for Regional Cooperation (SAARC). By cooperating with global platforms and adhering to international frameworks, Pakistan enhances its ability to address cyber threats and safeguard consumer data on a global scale.

Answer (Question 19): 
To combat online scams and digital financial frauds in Pakistan, several existing strategies are in place. The Prevention of Electronic Crimes Act (PECA) 2016 provides a robust legal framework for addressing various forms of cybercrime, including financial fraud. The State Bank of Pakistan (SBP) enforces cybersecurity standards for financial institutions, ensuring they adopt measures to prevent fraud. Public awareness campaigns run by agencies like the Pakistan Telecommunication Authority (PTA) educate individuals about common scams and best practices for online security. Additionally, collaboration between local law enforcement, such as the Federal Investigation Agency’s Cyber Crime Wing, and financial institutions helps in investigating and mitigating fraud cases.

However, new strategies are needed to enhance the effectiveness of fraud prevention efforts. Developing advanced technologies such as artificial intelligence and machine learning for real-time fraud detection can significantly improve the ability to identify and respond to scams. Strengthening international partnerships and participating in global cybersecurity frameworks will enhance cross-border cooperation and information sharing. Furthermore, increasing digital literacy through targeted educational programs and integrating cybersecurity training into school curricula can empower individuals to better protect themselves against online threats. Establishing a centralized national cybersecurity strategy and improving coordination among regulatory bodies will also help in creating a more comprehensive and resilient approach to combating digital fraud.

[bookmark: _Toc206534261]Sri Lanka
Answer (Question 1): 
Internet penetration stood at 56.3% of the total population at the start of 2024 (TRC)
	Result Statement
	Indicator
	Baseline
	Targets

	
	
	2023
	2024
	2025
	2026
	2027

	Increased Island wide internet connectivity
	Geographical Coverage (%)
	82
	83
	84
	85
	86

	
	Population Coverage (%)
	95.4
	96
	97
	98
	98



Answer (Question 2): 
Digital Literacy Rate 64.3% as at 31.12.2023(Department of Census & Statistics)

Answer (Question 3): 
The National Digital Economy Strategy Sri Lanka 2030 will build an inclusive digital economy and society where every Sri Lankan will benefit from the nation’s digital transformation. The following four key strategic pillars have been identified to underpin a digital financial ecosystem that is trusted and widely-adopted by the Sri Lankan public, along with specific recommendations to facilitate the same. 
1. Boost digital financial literacy through awareness 
2. Create secure and interoperable platforms for digital financial services 
3. Promote the introduction of innovative, easy-to-use and affordable digital financial services. 
4. Create use cases in the public sector to adopt digital financial services

Answer (Question 4): 
5G technology in Mobile Broad Band
Artificial Intelligence

Answer (Question 5): 
· Increased Financial Inclusion: 
Digital financial services (DFS) enable affordable, secure, and accessible financial transactions, allowing individuals and businesses, especially in rural or underserved areas, to actively participate in the economy.

· Efficiency and Cost Reduction: 
DFS facilitates faster, more efficient, and less costly transactions for individuals, businesses, and government, while reducing the risk of fraud.

· Enhanced Government Services: 
Integration of digital payments in government services, such as welfare programs and unemployment benefits, improves the delivery of services, financial literacy, and transparency.

· Collaboration and Innovation: 
Partnerships between the government, banks, fintech, and telecom companies help expand DFS adoption, particularly in underserved regions, fostering innovation in financial solutions.

· Social Equity and Empowerment: 
By providing opportunities for financial access and empowerment across socio-economic groups, digital transformation contributes to greater social equity and inclusion.

Answer (Question 6): 
As at January 2024
· Owning a mobile money account: 3.1%	(Female: 1.8% Male-4.5%)
· Make a digital payment: 43.5%(Female: 37.7% Male-49.7%)
· Make a purchase using a mobile phone or the internet: 11.1% (Female: 9.1% Male-13.3%)
· Using a mobile phone or the internet to send money: 6.8% (Female: 4.2% Male-9.7%)
· Using a mobile phone or the internet to pay bills: 8.8% (Female: 6% Male-11.9%)

Answer (Question 7): 
· Online transactions
· Digital Wallets
· Banking transactions
· Block chain transactions
· Artificial Intelligence


Answer (Question 8): 
Financial Investigation Unit of Central Bank of Sri Lanka
.
Cyber Security Bill on draft stage. 

Answer (Question 10): 
Financial Investigation Unit of Central Bank of Sri Lanka
Cyber Crime Unit of Sri Lanka Police
Sri Lanka Computer Emergency readiness Team (SLCERT)

Answer (Question 11): 
Yes.
· Central Bak of Sri Lanka (CBSL)
· Telecommunications Regulatory Commission of Sri Lanka (TRCSL)
· Sri Lanka Computer Emergency Readiness Team (SLCERT)
· Information and Communication Agency (ICTA)

Answer (Question 12): 
Yes.
Central Bank of Sri Lanka
Central Bank of Sri Lanka Act No. 16 of 2023[footnoteRef:6] [6:  Legislative Enactments | Central Bank of Sri Lanka (cbsl.gov.lk)] 


In August 2023, CBSL issued the Financial Consumer Protection Regulations No. 01 of 2023 under the Central Bank of Sri Lanka Act No. 16 of 2023. These regulations apply to all Financial Service Providers (FSPs) regulated by CBSL, including licensed commercial banks, finance companies, microfinance institutions, and payment system participants.

The regulations encompass a wide range of requirements and good practices designed to ensure that individuals and businesses dealing with financial products and services of regulated financial institutions are treated in a fair and transparent manner with improved service level enabling them to take well informed decisions on their finance activities with more confidence. Latest developments in the fields of digital financial services and customer data protection as well as requirements of financial consumers with special needs have also been incorporated into these Regulations. Further, these regulations provide a well-structured internal complaint handling mechanism supplemented by an alternative dispute resolution mechanism provided by CBSL. For the first time in Sri Lanka, CBSL, through these Regulations, facilitates conduct of separate and comprehensive customer protection supervision namely Market Conduct Supervision with full range of regulatory and enforcement powers to CBSL and officers authorized under these Regulations.

Answer (Question 13): 
Not covered in Central Bank of Sri Lanka Act No. 16 of 2023

Answer (Question 14): 
Cyber Security Bill on draft stage. 

Answer (Question 15): 
Yes. Personal Data Protection Act (Foot Note 4)

Answer (Question 16): 
No.

Answer (Question 17): 
Yes. Central Bank of Sri Lanka


Answer (Question 18): 
No

Answer (Question 19): 
Preventing online scams and digital financial frauds is crucial, especially in regions where digital financial services are rapidly growing and Sri Lanka too has no exception. Here are some policies and measures that we are implementing to address these issues effectively:

1. Regulation and Oversight
· Establish a National Cybersecurity Agency: Create an agency dedicated to cybersecurity, with a focus on online scams and financial fraud. This agency would oversee and coordinate efforts between various stakeholders (After enacting the Cyber Security Act, the Cyber Security Regulatory Authority (CSRA)will be established in Sri Lanka).
· Update and Enforce Cybercrime Laws: Regularly update laws to keep pace with evolving digital threats ensuring that there are clear definitions and penalties for online scams and frauds.
· Regulate Financial Institutions: Implementing strict regulations for financial institutions to adopt robust cybersecurity measures and regularly audit their systems for vulnerabilities.

2. Public Awareness and Education
· Awareness Campaigns: Launching national campaigns to educate the public about common online scams and best practices for online safety. Using various media channels including social media, television, and community events.
· Educational Programs: Measure are taking to integrate cybersecurity education into school curriculums and offer training programs for adults, especially focusing on recognizing phishing scams and protecting personal information.

3. Collaboration and Information Sharing
· Public-Private Partnerships: Fostering collaboration between government agencies, financial institutions, technology companies, and other stakeholders to share information about emerging threats and best practices.
· International Cooperation: Working with international organizations and other countries to address cross-border cybercrime and share intelligence on global scams and fraud trends.

4. Technology and Infrastructure
· Promote Secure Technologies: Encouraging the use of secure technologies such as multi-factor authentication (MFA) and encryption for online transactions.
· Support for Secure Platforms: Providing guidelines and incentives for online platforms and e-commerce sites to implement strong security measures and regularly update their systems.

5. Reporting and Response Mechanisms
· Centralized Reporting System: Planning to develop a centralized platform where citizens can report online scams and digital frauds ensuring that this system is accessible and user-friendly.
· Rapid Response Teams: Establishing specialized units to quickly respond to reported incidents of online fraud and scams, including coordinating with law enforcement and financial institutions.
· 
6. Consumer Protection
· Fraud Alerts: Implementing systems for notifying consumers about potential frauds or suspicious activities related to their accounts.
· Dispute Resolution: Creating mechanisms for consumers to resolve disputes with financial institutions or online platforms regarding fraudulent activities.

7. Research and Development
· Invest in Research: Encouraging fund research on emerging cybersecurity threats and effective countermeasures. Supporting the development of innovative solutions to prevent digital financial frauds.
· Regular Threat Assessments: Conducting regular assessments of the threat landscape to adapt and update policies and protective measures as needed.

8. Legal Framework for Digital Transactions
· Clear Legal Guidelines: Ensure there are clear legal guidelines and protections for digital transactions and online financial activities, including dispute resolution mechanisms.
· Consumer Rights: Strengthen laws related to consumer rights in digital transactions to ensure protections against fraud and abuse.
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    Answer (Question 1): 
Afghanistan has plan to increase internet accessibility and connecting the unconnected population to affordable internet. Afghanistan has developed a Fiber Optic Extension Policy to expand the fiber infrastructure enhance accessibility, and pave the way for private sector investment in fiber optic networks, ensuring affordable internet access for all.

Answer (Question 10): 
In Afghanistan, The Ministry of Communications and Information Technology has drafted a national cybersecurity strategy that covers online scams and fraud. This strategy is currently under the approval process.

Answer (Question 19): 
Afghanistan is in the process of developing cyber security strategy to prevent online scams and digital financial frauds
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      Answer (Question 1): 
In Bangladesh, Social Obligation Fund (SOF) has been established to extend telecommunication facilities to underprivileged areas in addition to Government funded projects. The SOF fund projects to extend telecommunication networks and services to remote and underserved areas of Bangladesh. 

Answer (Question 3):
GoB has taken “Establishing Digital Connectivity Project” under which
· 555 Digital Service and Employment Training Center will be established
· 10,000 Digital Labs will be established
· Center for 4IR will be established in 57 Universities

Answer (Question 18): 
Bangladesh is in the process of developing its own comprehensive data protection law. This law is likely to address cross-border data flows and may include provisions for cooperation with other countries. The Bangladesh Telecommunication Regulatory Commission (BTRC) is actively working on cybersecurity and data protection regulations for the telecommunications sector.
1. Regional Cooperation through BIMSTEC:
Bengal Initiative for Multi-Sectoral Technical and Economic Cooperation (BIMSTEC) includes APT member states India, Myanmar, Sri Lanka, Thailand, Nepal, and Bhutan.  BIMSTEC has a framework for cooperation in the area of technology, which could potentially extend to data protection and cybersecurity.   However, concrete agreements or initiatives specifically addressing cross-border consumer data protection within BIMSTEC are currently limited.

2. International Frameworks and Agreements:
Bangladesh is a signatory to various international conventions and agreements that indirectly support consumer data protection, such as the International Telecommunication Union (ITU) regulations and guidelines.

3. Ongoing Efforts
SATRC members engages with international organizations like the United Nations Conference on Trade and Development (UNCTAD) on issues related to digital economy and data governance.   
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Answer (Question 1): 
In Bhutan, further internet penetration can be made through the rural communication programme (RCP) and the digital drukyul flagship program. 

[bookmark: _Toc206534266]India
Answer (Question 16): 
Central Bank Digital currency ie. Digital Rupee is legal instrument in India. Daily limits on amount and number of transactions may apply as per the Bank offering digital wallet for safekeeping of Digital Rupee. RBI[footnoteRef:7] is working on cross border payment systems involving CBDC as initiated by BIS.  [7:  https://rbidocs.rbi.org.in/rdocs/Bulletin/PDFs/0BULT19082024FLC52593CF35D54D47AF2A928D8ED19333.PDF
] 
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Answer (Question 1): 
Nepal has plan to improve the internet penetration in rural and unconnected areas through possible technologies utilizing the Rural Telecommunication Development Fund. 

[bookmark: _Toc206534268]Sri Lanka
Answer (Question 1): 
Sri Lanka has plans for island wise internet connectivity with geographical coverage of 86% and population coverage of 98% by 2027

Answer (Question 3): 
The National Digital Economy Strategy Sri Lanka 2030 will build an inclusive digital economy and society where every Sri Lankan will benefit from the nation’s digital transformation. The following four key strategic pillars have been identified to underpin a digital financial ecosystem that is trusted and widely-adopted by the Sri Lankan public, along with specific recommendations to facilitate the same. 
1. Boost digital financial literacy through awareness 
2. Create secure and interoperable platforms for digital financial services 
3. Promote the introduction of innovative, easy-to-use and affordable digital financial services. 
4. Create use cases in the public sector to adopt digital financial services

Answer (Question 14): 
In Sri Lanka, Cyber Security Bill has been passed. Cyber Security Act will be published after completing necessary approvals.
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This report analyzes the challenges of online scams and digital financial frauds and proposes measures to strengthen consumer information protection and rights through regulation, awareness and technological safeguards. 

Based on the responses to the questionnaires above, the study on challenges and addressal of online scams and digital financial frauds and addressal of online scams and digital financial frauds have been summarized as below.  

· Most of the SATRC Countries including Bangladesh, Bhutan, India, Nepal and Pakistan have Universal Service Obligation funds and projects to extend telecommunication networks and services to remote and underserved areas for increasing digital connectivity.

· Sri Lanka and urban areas of India have higher digital literacy rate above 60 % whereas Bhutan and Pakistan have digital literacy rate of almost 50%. Nepal has digital literacy rate above 30%.  Bangladesh and rural areas of India have digital literacy rate above 20%.

· It has been found that several initiatives have been undertaken to enhance digital inclusion in SATRC countries including Afghanistan, Bangladesh, Bhutan, India, Nepal, Pakistan and Sri Lanka.

· Several emerging technologies are being utilized to enhance connectivity for financial services and drive digital transformation in SATRC Countries including Afghanistan, Bangladesh, Bhutan, India, Nepal, Pakistan and Sri Lanka.

· Digital transformation in financial services is growing in SATRC countries including Afghanistan, Bangladesh, Bhutan, India, Nepal, Pakistan and Sri Lanka and has made significant impacts to consumers through online transactions, digital Wallets and banking transactions. India and Sri Lanka initiated adoption of emerging technologies including Block Chain and Artificial Intelligence/Machine Learning (AI/ML) whereas Bhutan is exploring emerging technologies, including Distributed Ledger Technology (DLT), Artificial Intelligence/Machine Learning (AI/ML), RegTech, SupTech, and open banking with API integrations.

· SATRC countries including Afghanistan, Bangladesh, Bhutan, India, Nepal, Pakistan and Sri Lanka have designated authorities to handle issues related to online scams and digital financial frauds. These digital financial frauds and online scams continue to be a significant vulnerability in the digital financial ecosystem specially in Bangladesh Bhutan and Nepal with significant number of consumer complaints at concerned authorities.

· SATRC countries Bangladesh, Bhutan, Nepal and Pakistan have consumer-protection policies, standards, guidelines for consumer protection. 

· Bangladesh, Nepal and Pakistan have policies to address online scams and digital financial frauds.

·  SATRC countries Bangladesh, India, Nepal and Pakistan have cyber security laws and policies whereas Afghanistan and Sri Lanka are in process of enactment of cyber security bills and policies.

· SATRC countries Bhutan, Nepal, Pakistan and Sri Lanka have policies and regulations for protection of consumer data. 

· Concerned authorities are actively involved in public awareness campaigns to protect against fraudulent activities in SATRC member countries including Afghanistan, Bangladesh, Bhutan, India, Nepal, Pakistan and Sri Lanka.

· SATRC member countries including Bangladesh, Bhutan, Nepal, Pakistan and Sri Lanka have consumer-protection/data privacy and protection policies, standards, and guidelines to combat financial frauds.

· It has been found that cryptocurrency or digital currency is not legalized in any other SATRC countries except India. 

· India has adopted cross-border cooperation to deal with online consumer issues through bilateral agreement, multilateral projects, and data protection of Indian consumers. Pakistan engages in cross-border cooperation to protect consumer information in the borderless digital economy through various international collaborations and bilateral agreements with other nations for joint investigations and information sharing. Some SATRC Member countries including Bangladesh has initiatives for Regional Cooperation through BIMSTEC and international frameworks and agreements. 

· SATRC Countries India, Nepal Pakistan and Sri Lanka has various strategies to prevent online scams, digital financial fraud, and other fraudulent activities on digital platforms. SATRC Countries Afghanistan and Bhutan are developing new strategies address these issues. 

The major challenges for online scams and digital financial frauds in SATRC Countries are briefly summarized below. 
1. Rapid digitalization outpaces regulation & enforcement
SATRC countries expanded digital payments, mobile wallets, fintech, etc., quickly. But laws, regulatory frameworks, and enforcement capacity often lag the evolution of scam tactics (e.g. via cryptocurrencies, fake apps, impersonation, AI enabled deepfake scams).
2. Low awareness and digital literacy among users
Many victims don’t recognize phishing, fraudulent investment schemes, or identity theft until after losing money. Less digitally literate consumers are especially vulnerable. 
3. Cross-border complexity
Digital Fraud operations often span across multiple countries. Scammers hide behind foreign IPs, use international money flows like crypto or via informal channels. Lack of effective extradition, mutual assistance treaties exist as cross border complexity.
4. Account opening frauds
Digital Fraudsters often open multiple accounts (bank, wallets, payment platforms) using fake/KYC-weak credentials, then use these to collect proceeds or carry out fraud (e.g. via unauthorized access, OTP theft).
5. Platform vulnerabilities and social engineering
Use of social media and messaging apps (WhatsApp, Facebook, Telegram) to reach victims. Impersonation, fake loan offers, fake government / bank verification messages. Moreover, E-commerce platforms exploited fake sellers, non-delivery, bogus product listings, etc.
6. Poor reporting and redress mechanisms
Victims often don’t report or delay reporting. Even when complaints are made, resolution is slow. Recovery of lost funds is small.
7. Data privacy
Weak encryption, insecure infrastructure, data leaks have remained as challenge for data privacy. Insufficient regulation or enforcement regarding data protection exist in SATRC countries.

Preventing online scams and digital financial frauds is crucial, especially in SATRC sub region where digital financial services are growing day by day. The strategies to be adopted to prevent online scams, digital financial fraud, and other fraudulent activities on digital platforms in SATRC regions are briefly outlined below.

1. Launch national campaigns to educate the public about common online scams and best practices for online safety. Conduct workshops to teach digital literacy, focusing on safe internet practices.
2. Collaborate with Media including local radio, social media, television, and online platforms to disseminate information on identifying and avoiding scams.
3. Introduce cybersecurity education into school curriculums and offer training programs for adults, especially focusing on recognizing phishing scams and protecting personal information. 
4. Foster collaboration between government agencies, financial institutions, technology companies, and other stakeholders to share information about emerging threats and best practices to combat them.
5. Strengthen International Collaboration to address cross-border cybercrime and share intelligence on global scams and fraud trends. 
6. Establish a dedicated Cybersecurity Agency to focus on online scams and financial fraud and coordinate between various stakeholders
7. Formulate and Update Cyber Security Laws for ensuring cyber security to consumers
8. Formulate and Update Cyber Crime Laws to keep pace with evolving digital threats ensuring that there are clear definitions and penalties for online scams and frauds.
9. Regulate Financial Institutions to adopt robust cybersecurity measures and regularly audit their systems for vulnerabilities.
10. Encourage Financial Institutions to use sophisticated fraud detection and prevention systems and promote secure technologies for online transactions.
11. Ensure KYC Standards to prevent identity theft and unauthorized access to financial services.
12. Implement AI-driven systems that analyze transaction patterns and detect anomalies in real-time.
13. Develop guidelines and incentives for online platforms and e-commerce sites to implement strong security measures and regularly update their systems.
14. Development of Centralized Reporting System for consumers to report online scams and digital frauds ensuring that this system is accessible and user-friendly.
15. Establish Rapid Response Teams to quickly respond to reported incidents of online fraud and scams, including coordinating with law enforcement and financial institutions.
16. Implement Fraud Alerts for notifying consumers about potential frauds or suspicious activities related to their accounts.
17. Create Mechanisms for Consumers to resolve disputes with financial institutions or online platforms regarding fraudulent activities.
18. Invest in Research on emerging cybersecurity threats and effective countermeasures. Supporting the development of innovative solutions to prevent digital financial frauds.
19. Conduct regular threat assessments to adapt and update policies and protective measures as needed.
20. Strengthen Consumer Rights in digital transactions to ensure protections against fraud and abuse.
21. Conduct Joint Training Programs for law enforcement, financial institutions, and cybersecurity experts.
22. Offer Rewards for Reporting for individuals who report scams that lead to the successful apprehension of fraudsters.
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Table~4.14: Proportion of individuals aged 5 years and over with ICT skills (in-scope individuals) -

by type of skills and locality

Type of ICT Skills Rural | Urban | Total
Using copy and paste tools to duplicate or move data, information and content 227 333 | 254
(e.g. within a document, between devices, in the cloud)

Sending messages (e.g. e-mail, messaging service, SMS) with attached files (e.g. 220 356 | 254
documents, images, videos)

Using basic arithmetic formulac in a spreadsheet 92 10| 97
Connecting and installing new devices (e.g. a modem, camera, printer) 2.1 3.1 23
Finding, downloading, installing and configuring software and apps 13.0 178 | 142
Creating electronic presentations with presentation software (including text) 0.8 1.0 0.8
Transferring files or applications between devices (including via cloud-storage) 36 56 41
Setting up effective security measures (e.g. strong passwords, log-in attempt) 5.0 70| 55
Changing privacy settings on your device, account or app to limit the sharing 28 57| 35
Verifying the reliability of information found online 39 82 5.0
Programming or coding in digital environments (e.g. computer software, app 0.1 09 03

development)
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Broadband Services

Number of Subscription

Market Proportion (%)

Fixed Broadband (Wired) 14236000 33.62

Fixed Broadband (Wireless) 44185 0.10

Mobile Broadband 28063188 66.28
Total Broadband Service 42343373 100.00
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